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Executive Summary

This was the fourth Swiss workshop organ-
ised by Spiez Laboratory on a functional
network of trusted laboratories designated
under the United Nations Secretary-
General’s Mechanism (UNSGM) to investi-
gate allegations of the use of biological and
toxin weapons. The initiative connects to
the UNSG’s Disarmament Agenda, which
asks for adequate preparations to respond
to any credible allegation of use of biological
weapons.

The outcomes from previous workshops
confirmed the desirability of developing a
collaborative network of UNSGM designated
laboratories that provides transparency and
confidence in scientific competence, analyt-
ical skills, and quality assurance systems.
Recent efforts have moved from conceptu-
alisation and general discussions of benefits
and requirements, to practical steps, most
notably in the form of dedicated confidence
building and quality assurance exercises.

In this year's issue of the workshop series,
participants reviewed a number of recently
conducted exercises, discussed the multi-
faceted interface between the investigation
team and designated laboratories, and ex-
plored additional elements for quality as-
sured laboratory evidence.

The laboratory exercises organised by Ger-
many provide a framework for self-
evaluation and improvement for participat-
ing laboratories. Twelve laboratories from
ten Member States took part in a pilot exer-
cise in which all participants were able to
correctly identify the biological agent at the
subspecies level. Additional tasks, aimed at
characterisation of the biological agent, re-
sulted in a more nuanced picture of capabili-
ties of participating laboratories, especially
when it pertained to whether evidence
would hint at an outbreak of natural or de-
liberate origin.

A number of improvements for future exer-
cises were suggested, and a range of issues
that merit further discussion identified. This
included broader geographical participation,
recommendations for operating procedures,

development of scenarios, sample transfers,
chain of custody documentation, specialisa-
tion of laboratories, report writing, and data
protection. Since some of these aspects are
mission critical, a robust system needs to be
developed step-by-step, while sensitising
political actors and regulators to the im-
portance of addressing these matters.

A range of notable benefits for participating
laboratories was also identified, such as
promotion of global collaborations, and the
opportunity to benchmark capabilities. Fur-
ther exercises were announced for the com-
ing years with increasing levels of difficulty,
progressing towards in-depth sample analy-
sis that will move well beyond ‘every-day’
clinical diagnostics. These exercises would
provide the UNSG, assisted by expert con-
sultants, with an evidence-based data set
for selecting bio-analytical laboratories pos-
sessing accurate capabilities for specific sce-
narios. In that sense, Member States are
encouraged to nominate experts from their
roster laboratories as consultants to the
UNSGM.

Denmark in collaboration with Sweden
started a project to strengthen UNSGM ca-
pabilities in the bio-analytical field through
confidence building exercises aimed at spe-
cific detection and characterisation of a bio-
logical agent and its associated genetic
markers using genome analysis. Results
from the 60 participants showed that apart
from Africa and South America, the capabili-
ties are wide-spread in geographical and
sector-wise terms. Therefore, several candi-
dates may bear the potential to significantly
expand the current roster of UNSGM bio-
analytical laboratories.

The Organisation for the Prohibition of
Chemical Weapons (OPCW) has already
completed two toxin exercises. The second
confidence building exercise included sam-
ples containing Ricin and Abrin, and used a
scoring system for evaluating performance.
Results obtained from 21 participating la-
boratories from 18 Member States indicated
that good progress has been made since the
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first OPCW toxin exercise. Nevertheless,
areas for improvement were identified,
since some participating laboratories re-
ported a number of false positives and false
negatives. Continued efforts in the field of
toxins remain important, as current thinking
is that an investigation involving a toxin
would be deferred from the UNSGM to the
OPCW and its Designated Laboratories.

Previous workshops already identified the
interface between the investigation team
and laboratories as an important element
requiring further in-depth discussions. Par-
ticipants recognised that UNSGM missions
need to have intrinsic laboratory expertise
to ensure that the laboratories’ capabilities
and sample submission criteria are clearly
understood by the investigation team. All
processes involved in sample analysis, from
sample collection to reporting, must be ro-
bust so they can withstand political and le-
gal scrutiny. Therefore, an analysis must
follow forensic principles, such as strictly
observing the chain of custody and ensuring
sample identity.

This thinking lends support to the concept of
using a hub laboratory as a direct link to the
mission. To be able to fulfil such a coordina-
tion role, a hub laboratory needs to be im-
partial and nominated to the UNSGM roster,
and it should meet agreed technical criteria.
Since the context determines the concrete
functions a hub lab will perform, it is im-
portant to remain flexible in terms of ap-
proach. Ultimately, it will be up to the Head
of Mission to make any decisions on how a
hub laboratory should support a mission
structure.

Furthermore, workshop participants took a
broader look at the issue of how the labora-
tory capability of the UNSGM has been
evolving, and where more action is needed.

Efforts are to be redoubled in attracting
additional laboratories to broaden the geo-
graphical participation, and the network's
performance needs to be tested on a regu-
lar basis through exercises. Member States
that have taken on an active role in develop-
ing the laboratory capacity of the UNSGM
need to work with other Member States to
broaden political support for more trans-
parency, share information on the laborato-
ries they have nominated to the UNSGM
roster, and encourage interaction between
these laboratories.

There is significant common ground on what
is required to strengthen the operational
capacity of the UNSGM with regard to bio-
analytical laboratories. Further developing a
laboratory network through exercises and
exchanges comes with significant benefits to
Member States and their laboratories par-
ticipating in such a process. This includes
both intellectual growth and capacity devel-
opment. Current awareness and general
support for further development of the
network must now be turned into commit-
ments for sustained funding. Broader politi-
cal engagement in support of this action
would be one way to achieve this.

Spiez Laboratory is committed to support
this bottom-up approach of roster laborato-
ries and to engage in further developing
common understandings for a laboratory
network. Spiez Laboratory will therefore
continue to provide a dedicated workshop
platform for the sharing of results and expe-
riences as well as to circulate new ideas and
plans among the laboratories.

The fifth Swiss UNSGM Designated Labora-
tories Workshop is planned for 11 — 13 Sep-
tember 2019.
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1.Introduction

This report presents the outcomes of the
fourth Swiss workshop organised by Spiez
Laboratory on a network of trusted labora-
tories designated under the United Nations
Secretary-General’s Mechanism (UNSGM) to
investigate allegations of the use of chemi-
cal, biological and toxin (CBT) weapons. The
workshop was attended by 54 participants
from 15 Member States, the UN Office for
Disarmament Affairs (UNODA), the Organi-
sation for the Prohibition of Chemical
Weapons (OPCW), the World Health Organi-
sation (WHO), and the World Organisation
for Animal Health (OIE).

The workshop series organised by Spiez La-
boratory is part of a wider effort of UNODA
and Member States to strengthen the oper-
ational capacity available to the internation-
al community to investigate allegations of
the use of CBT weapons, particularly with
regard to biological weapons for which a
dedicated international organisation to con-
duct such investigations is lacking. As a
“Member States' mechanism”, the UNSGM
depends critically on what Member States
make available to it, and on what interna-
tional partner organisations are able to con-
tribute.

Strengthening the UNSGM is in line with the
UNSG’s disarmament agenda?, which recog-
nises that “[in] order to be adequately pre-
pared to respond to any credible allegation
of use, the United Nations must have in
place a dedicated institutional capacity. The
Secretary-General therefore intends to work
with Member States to establish an interim
standing capacity to conduct investigations
of the alleged use of biological weapons
while seeking support from the General As-
sembly for a longer-term solution.”

One particular challenge is the ability of the
UNSGM to call upon bio-analytical laborato-

1 UN Secretary-General's Disarmament Agenda:
"Securing Our Common Future - An Agenda for
Disarmament", page 28 (pdf Version),
https://www.un.org/disarmament/sg-agenda/en/.

ries to conduct sample analyses. Previous
workshops have helped to clarify the role of
laboratories nominated to the UNSGM in
such investigations, and confirmed the de-
sirability of developing a collaborative net-
work of UNSGM designated laboratories to
provide transparency and confidence in
their scientific competence, analytical skills
and quality assurance systems. This includes
the necessary administrative and reporting
procedures and the maintenance of an un-
broken chain of custody throughout the
investigation.

Previous meetings dedicated to UNSGM
roster laboratories have been organised by
Germany, Sweden, and Switzerland, with
support from UNODA. The overall conclu-
sions that have emerged from these meet-
ings are as follows:

e Analyses of samples in the context of
biological / toxin investigations include
identification and comprehensive char-
acterisation of the causative agent,
which may contribute evidence to its
origin and that could be of value for the
purpose of attribution.

e Many highly qualified laboratories
worldwide can, in principle, perform
such analyses. However some biological
agents of interest to the UNSGM are of
little priority for public health laborato-
ries, and, more importantly, there is no
dedicated network of laboratories that
maintains competence for UNSGM in-
vestigations — i.e. ability to meet the
procedural requirements of the UNSGM,
maintenance of in-depth analysis meth-
ods covering forensic aspects, assurance
of quality standards, and fulfilment of
reporting requirements.

e More collaboration is desirable between
public health laboratories, academia,
and other laboratories, to augment lev-
els of standardisation and harmonisa-
tion of methods.

e (Clarification is needed of what is meant
by an unambiguous identification in the
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context of a biological UNSGM investiga-
tion.

e The gold standard in identification of a
biological agent is isolation, cultivation,
and phenotypic characterisation. Since
this may not always be achievable in a
UNSGM investigation, alternative ap-
proaches will be required through the
application of orthogonal complemen-
tary analytical methods.

e |f samples are to be analysed, off-site
analysis will be imperative for evidential
reasons.

e Accreditation of methods and agreed
acceptance standards are important.

e UNSGM roster laboratories must meet
the highest biosafety standards.

e Next generation sequencing (NGS)
methods are very promising but still rely
on complementary analytical methods
as well as approved bioinformatics pipe-
lines for undisputed identification.

e Quality assurance tests are required to
develop standards and criteria.

e Availability of curated databases that
are comprehensive and accessible are
currently a challenge.

e Additional methods are required to link
an identified agent to its source / origin
or delivery system.

e Reporting must be robust to withstand
technical scrutiny in a political and legal
environment.

e |n addition to their role in off-site analy-
sis, UNSGM laboratories need to make
their expertise available to the investiga-

tion team to advise on such issues as
sample collection, packaging and
transfer.

e A roadmap is needed towards building a
sustainable UNSGM laboratory network.
This should include steps towards mini-
mum requirements and criteria for as-
sessments of laboratories nominated to
the roster, evaluation criteria for analyt-
ical results, sampling guidance, reach-
back concepts, curated databases, train-
ing packages, and practical exercises.

Building on these previous discussions, the
fourth Swiss UNSGM Designated Laborato-
ries Workshop focused on the following
issues:

e Review of exercises recently conducted
or initiated.

e Interaction between investigation team

and laboratories.

e Exploration of additional elements for

quality assured laboratory evidence.

This agenda reflected the progress made
since the third workshop in 2017: Moving
away from purely conceptual discussions,
starting practical work and fostering interac-
tion between laboratories interested in con-
tributing to the development of such a
trusted UNSGM laboratory network.

A requirement identified in previous meet-
ings was the need to facilitate communica-
tions between the laboratories that partici-
pate in these discussions. To this end, Spiez
Laboratory has set up a SharePoint to pro-
vide access to relevant documents and per-
tinent information.
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2.Review of exercises recently conducted or

initiated

Background

The UNSGM Guidelines and Procedures
(A/44/561) direct the UN Secretary-General,
assisted by expert consultants, to carry out
inter-laboratory calibration tests to evaluate
validity and accuracy of analytical methods
used by the roster laboratories.

The goal of such tests is to demonstrate the
competence of individual laboratories nom-
inated to the UNSGM for detection and
identification of known CBT agents, and to
evaluate their capabilities to detect the
presence of other (“unknown”) agents.

It is questionable whether sufficient labora-
tories have already been nominated to the
UNSGM roster, both in terms of competen-
cies and geographical spread. For example,
some Member States have opted for an ad
hoc nomination process whereby they
would nominate laboratories for a particular
investigation depending on the scenario.
This creates difficulties with regard to pre-
dictability and planning, since there is a lack
of transparency concerning the capabilities
of these laboratories.

This lack of specific evaluation of individual
competencies, capabilities and quality as-
surance systems currently applies to all la-
boratories nominated to the UNSGM. Dis-
similar to the OPCW system, UNSGM roster
laboratories in the biological field have:

e No regular dedicated quality assurance
tests.

e No dedicated laboratory network.

e No coordinator for managing collabora-
tions, organising quality assurance tests,
and developing guidance.

e No criteria for minimum analytical re-
guirements including standard or rec-
ommended operating procedures.

e No criteria for interpretation of analyti-
cal results.

e No agreed guidance for logistics, sample
distribution, and sample transfers.

The third Swiss UNSGM Designated Labora-
tories Workshop witnessed the announce-
ments of a German project on the analysis
of bacteria, viruses, and toxins, and a Dan-
ish-Swedish project on genomic analysis. In
addition, the OPCW continued with a confi-
dence building exercise on toxin analysis.
This fourth workshop started with a review
of the results of these initiatives.

German contribution to strengthen biologi-
cal reference laboratories for the UNSGM

In August 2017 Germany started the project
'RefBio 2017-2020' to create a better under-
standing about the roles and capabilities of
UNSGM roster laboratories, to provide a
framework for self-evaluation and im-
provement through exercises, and to define
the minimal and optimal analytical require-
ments that UNSGM roster laboratories
should meet.

A pilot phase from August to December
2017 involved a workshop and a first exter-
nal quality assurance exercise (EQAE). The
workshop in October 2017 discussed the
interpretation of laboratory results, mini-
mum analytical requirements, and the plan-
ning of the pilot EQAE. The main phase has
an allocated funding of EUR 1.4 million,
which will cover staff costs and the conduct
of 8 workshops as well as exercises with
gradually increasing difficulty in the fields of
bacteriology, virology, and toxinology. At a
workshop in June 2018 results of the first
EQAE were reviewed and future exercises
discussed.

The 2017 pilot exercise used inactivated
Francisella tularensis as the target agent.
Twelve laboratories from ten Member
States participated in the exercise which
involved two distinct levels: (a) identifica-
tion (or ruling out) of the target, and (b)
characterisation (taxonomic classification,
virulence genes, antibiotic resistance genes)
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combined with specific questions (identifica-
tion of peculiarities indicative of genetic
modifications, hints at natural or deliberate
outbreak, and whether the strains in posi-
tive samples were identical or different).
The exercise organisers provided data entry
forms for reporting to facilitate a common
approach. Each laboratory received two
sample sets, i.e. three clinical and three en-
vironmental samples, and each set included
a negative control sample.

Laboratories employed a variety of analyti-
cal methods, including quantitative PCR
(gPCR) and next generation sequencing
(NGS), both of which performed best. All
laboratories were able to identify / rule out
the target, correctly identify the subspecies,
and there were neither false positive nor
false negative identifications.

Correct responses to the additional tasks
(identification of the subclade and the
strain, antibiotic resistance genes, virulence
genes) varied between 50 and 92 %, the
latter reflecting a higher concentration of
the target in the positive environmental
sample. The responses to hints about
whether the outbreak was of natural or de-
liberate origin varied as well.

Improvements for future EQAE could in-
clude more elaborate reporting templates
and integration of chain of custody infor-
mation into the data entry forms, the provi-
sion of information on the use of accredited
methods, and a working definition of identi-
ty when comparing genomes.

The following parameters of the pilot test
will be retained in subsequent exercises: use
of one target per test, provision of infor-
mation about the target in advance of the
exercise, specification of tasks, target char-
acterisation, assessment of the laboratories’
screening capabilities, and scenario-specific
qguestions.

A range of issues was identified that re-
quires further discussion:

e How to broaden geographical participa-
tion of bio-analytical laboratories?
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e What are the minimal and optimal ca-
pabilities of bio-analytical UNSGM la-
boratories?

e How to draw recommendations on la-
boratory proficiency for UNODA?

e Which scenarios should be covered?

e How to link up with other relevant pro-
jects and draw common conclusions?

e What are the logistics for sample ship-
ment and dissemination?

e How to document the chain of custody?

e How to assess the impact of different
methods on analytical outcomes?

e How to involve highly specialised labora-
tories that do not cover the entire panel
of agents?

e How to write the report?

e How to handle data protection within a
network of bio-analytical laboratories?

For broader geographical participation:

e Roster laboratories could be contacted
by UNODA and the EQAE provider to en-
courage participation.

e Direct communications could be estab-
lished between EQAE provider and ros-
ter laboratories.

e Member States could be encouraged to
take account of recommendations for
minimal requirements (once agreed),
and to review their nominations of ana-
lytical bio-laboratories accordingly.

e Training should be made available to
improve laboratory capacities.

With a view to minimal requirements,
Member States could be encouraged when
nominating laboratories to the UNSGM ros-
ter to take into account that such laborato-
ries should:

e Have methods and infrastructure in
place to cultivate high-risk target bacte-
ria and viruses.

e Be able to receive and send infectious
material.
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e Have validated methods in place for
analysis.

e Have methods established to confirm
results up to an unambiguous level (if
possible).

The first EQAE showed the necessity that
experience for in-depth sample analysis
beyond ‘every-day’ clinical diagnostics is
available to roster laboratories.

Considering data protection, results were
only provided in anonymised form. There
are however plans to publish some general
outcomes in agreement with the partici-
pants. In the longer run, additional
measures to protect confidentiality should
be considered, such as:

e A secure internet platform to exchange
data.

e Development of a Consortium Agree-
ment to be signed by participants.

e Non-Disclosure Agreement to be signed
by involved parties including UNODA
and expert consultants.

Overall, feedback by participants confirmed
that the project is on the right track. The
project engages with laboratories that have
been nominated to the UNSGM roster or are
likely to be nominated ad hoc by Member
States depending on the scenario. The test
confirmed the desirability of setting up a
network of bio-analytical laboratories serv-
ing the UNSGM. To this end:

e Annual EQAE with increasing levels of
difficulty will be organised for bacteria,
viruses, and toxins during the coming
years.

e Benefits for participating laboratories
include access to expert knowledge, self-
evaluation, and identification of areas
requiring improvement.

e The benefit for the UNSGM is further
operationalisation of the UNSGM Guide-
lines and Procedures through the con-
duct of “inter-laboratory calibration
studies” for bio-analytical laboratories.

e This would provide the UNSG, assisted
by expert consultants, with an evidence-
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based data set for selecting bio-
analytical laboratories possessing accu-
rate capabilities for specific scenarios.

e Added value with respect to other rele-
vant projects should be identified.

Participating laboratories also experienced
distinct challenges. In some cases, sample
shipment was delayed because of shipment
documentation issues and varying levels of
proficiency of the shipping companies. De-
pending on the circumstances, sample
shipment may be mission critical. This un-
derlines the need to test all steps in exercis-
es using different scenarios. Apparently,
despite nine years of experience in Europe
with conducting live agent EQAE, uncertain-
ties remain with regard to critical steps of
sample shipment. The OPCW has the ad-
vantage of having a dedicated regulation for
sample transfers in place, which gives the
Director-General authority to certify sam-
ples so they can be shipped in accordance
with this regulation. Correspondingly, the
UNSG should be given similar authority re-
lated to UNSGM investigations. Also, Mem-
ber States may consider using general li-
censing procedures to facilitate such trans-
fers. The system needs to be developed
step-by-step, and it will be essential to sen-
sitise political actors and regulators to the
importance of addressing this matter.

A second issue was terminology, since par-
ticipating laboratories were tasked to report
peculiarities indicative of the use of the
identified agent as a biological weapon, and
to assess whether the identified strains
were identical or not. These are tasks that
some laboratories were not familiar with,
nor were they comfortable to provide an-
swers in absence of clear definitions. For
future exercises it will be important to clari-
fy such issues at the outset. This could in-
clude tentative practical guidance.

Furthermore, it is crucial for laboratories to
comprehend that reports are expected to
remain technical in nature, and that the
drawing of any conclusions must be left to
the investigation team itself. This is particu-
larly important in the event of discriminat-
ing between natural and deliberate out-
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breaks. Similarly, laboratories need to be
aware that they are to substantiate their
findings with analytical evidence. They must
be prepared to disclose the use of any pro-
prietary databases and of the reference data
used in their analysis. This may pose chal-
lenges since some of these data may be
classified.

Another issue was the level of confidence in
the test results that laboratories were asked
to report, since sample amounts were lim-
ited. Using cultivable material would pre-
vent this kind of issue. However, it would
also mean that all participating laboratories
must be able to deal with live agent samples
in a safe way.

Finally, data analysis and interpretation was
recognised as a challenge. Especially im-
portant is the availability of and access to
curated databases as well as subject matter
expertise. Laboratories are encouraged to
share expertise and reference data, to de-
velop curated databases, and to bolster
networking. In a similar vein, standardisa-
tion of methods and benchmarking would
be useful.

A number of notable benefits for participat-
ing laboratories were identified:

e Promotion of global collaborations, with
a view to sharing bio-resources, and
gaining access to curated databases and
subject matter expertise.

e Opportunity to benchmark capabilities
of the participating laboratory, which
augments confidence and assists in
identifying critical gaps and needs for
further development.

With regard to future EQAE, organising post-
exercise sharing sessions was deemed valu-
able as a means of extracting lessons-
learned.

To broaden geographical participation, op-
portunities exist to link the UNSGM to re-
gional measures, such as the ASEAN CBR
initiative that intends to establish a regional
network of CBR experts. Such regional net-
works can help with further developing the
UNSGM laboratories network.
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As in the early days of developing environ-
mental sample analysis approaches in the
OPCW, demonstration of capabilities and
strengthening confidence stand at the cen-
tre of bio-analysis exercises. It is reasonable
to assume that the UNSGM will need a wide
variety of bio-analytical capabilities. Conse-
guently, the network would have to be
adaptable to many different scenarios and
be able to provide specialist expertise in a
whole range of biological agents. This squar-
ing of generalist and specialist aspects is
however something that cannot necessarily
be addressed by individual laboratories.
More thought is needed on how to involve a
range of laboratories for a particular analy-
sis.

There is concern that the UNSGM lacks a
coordinating centre for bio-analytical labor-
atories similar to the OPCW Laboratory.
Such a central focal point is important for
managing proficiency tests / EQAE, and the
development of the network as a whole.
Such a coordination centre could be built up
over time, and a step in this direction could
also be to encourage Member States to
nominate experts from their roster labora-
tories as expert consultants to the UNSGM.

Confidence building exercise organised by
Denmark and Sweden

A second contribution to strengthen
UNSGM capabilities in the bio-analytical
field was a dry-lab test organised in April
2018 by the Technical University of Den-
mark, in collaboration with FOI Sweden, the
European Bioinformatics Institute and
UNODA. The US Department of State pro-
vided funding. This first of a total of three
genomic exercises focused on the identifica-
tion of the target species and genomic mod-
ifications of virulence factors. Invitations for
participation were sent through a range of
existing WHO, EU and global networks as
well as through UNODA to current roster
laboratories. The 60 participating bioinfor-
matics entities were from varying institu-
tional backgrounds, from defence, microbi-
ology, veterinary and food safety, and public
health.



4™ UNSGM Designated Laboratories Workshop 2018

The confidence building exercise aimed at
correct detection and characterisation of a
biological threat and its associated genetic
markers using genome analysis. Datasets for
36 single genomes (27 non-modified and 9
modified) were provided for analysis. Partic-
ipants were asked to identify the species,
identify genome modifications, and charac-
terise the bacteria with regard to any modi-
fications.

A questionnaire was used to record a data-
base of returns from the participants, and a
scoring system was applied to rank perfor-
mance. Whereas 92.5 % of the participants
correctly identified the genome to species
level, subsequent tasks showed a substan-
tial decrease in performance. Generally,
lower scores correlated with a more limited
tool range available at the corresponding
entities. Also here, terminology was an issue
leading to misunderstandings of the tasks.

Final scores showed that across all data sets,
16 out of the 60 participants scored above
80 %, 35 between 50 and 80 %, and 9 scored
below 50 %. Among the top scorers were
participants from Europe, Asia, North Amer-
ica and Oceania, and from all types of insti-
tutions. This first exercise showed that apart
from Africa and South America, the capabili-
ties are wide-spread in geographical and
sector-wise terms. Therefore, there is evi-
dent potential for expanding the roster of
UNSGM bio-analytical laboratories.

In future exercises, the time span for analy-
sis will be extended to two months, since
participants of some countries had difficul-
ties downloading the considerable data vol-
umes due to connectivity or security issues.
In addition, the response submission will be
simplified to render the process faster and
easier, and terminology delineating the
tasks will be reviewed to render it less prone
to subjective interpretation. The data file
quality will be reviewed upfront, and a list of
relevant bacteria will be provided to guide
participants.

There were suggestions, as with the previ-
ous project, to consider organising post-
exercise meetings to share experiences
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among participants and the exercise

provider.

OPCW confidence building exercise on toxin
analysis

A third area where progress was reported
related to toxin analysis. The OPCW'’s initial
focus had been on establishing its network
of Designated Laboratories for the analysis
of environmental samples. Subsequently, it
expanded this with a second set of laborato-
ries separately designated for the analysis of
biomedical samples. This type of analysis
called for new analytical capabilities, for
example methods for the analysis of protein
adducts. So far, the focus of OPCW profi-
ciency tests has been on small molecules. In
contrast, Designated Laboratories for bio-
medical sample analysis need to be able to
analyse proteins and peptides, which re-
quire other techniques.

Toxins have never been included as spiked
chemicals in OPCW proficiency tests. The
OPCW is now beginning to prepare for the
designation of laboratories for toxin analy-
sis, following the same general approach it
used for environmental and biomedical
samples by conducting a series of confi-
dence building exercises. This will initially
assist laboratories to assess and improve
their capabilities, and will be followed by
clarification of acceptance criteria for desig-
nation, ultimately leading into formal profi-
ciency testing schemes.

The OPCW has now completed two toxin
exercises, a third one will be conducted in
December 2018. The second confidence
building exercise included samples contain-
ing Ricin and Abrin, and used a scoring sys-
tem for evaluating performance. The choice
of these two toxins as targets took account
of their similarity in effect as well as the fact
that Ricin is a Schedule 1 chemical, whereas
Abrin is not included in the Schedules. The
objective was to demonstrate whether the
laboratories were able to correctly identify
Ricin in the presence of Abrin.

Twenty-one laboratories from eighteen
Member States participated in the exercise.
The results indicated that good progress has
been made since the first OPCW toxin exer-
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cise. Nevertheless, areas for improvement
were identified, since some participating
laboratories reported a number of false pos-
itives and false negatives.

Subsequent exercises will likely look at the
detection of Saxitoxin. Whether certain tox-
ins currently not listed in the Schedules
should be included in exercises remains to
be decided. The OPCW is planning more
confidence building exercises before it may
consider moving towards formal proficiency
tests. In any event, the competence to con-
duct toxin analysis may not necessarily re-
sult in yet another designation scheme, but
could perhaps be integrated into the exist-
ing schemes.

The OPCW is also working on improving its
forensic capabilities but due to limited la-
boratories' capacity there are constraints to
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the number of exercises they can partake in.
These capacity limitations also raise the
guestion of how to avoid duplication of ex-
ercises organised elsewhere but involving
the same laboratories, or similar targets. At
the same time, molecules such as Saxitoxin
deserve more attention. In particular, there
is a need to develop and maintain analytical
libraries for such types of agents. In addi-
tion, OPCW experience suggests that the
reporting requirements for these types of
analyses should be reviewed.

With regard to the UNSGM, current thinking
remains that if an incident involving a toxin
was to be investigated, this would be de-
ferred to the OPCW and its Designated La-
boratories.
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3.Interaction between investigation team and

laboratories

The second segment of the workshop dis-
cussed the interaction between the investi-
gation team and designated laboratories.
This topic had emerged in previous discus-
sions as an important difference to the way
the OPCW system has been set up. In the
OPCW, Designated Laboratories do not in-
teract with inspection teams and guidance is
provided by the OPCW Laboratory.

The UNSGM Guidelines and Procedures al-
low roster laboratories to play a broad role
through presenting methodologies for sam-
ple collection, transport, and analysis,
among others. Past UNSGM workshops and
exercises have clarified that UNSGM mis-
sions need to have intrinsic laboratory ex-
pertise. The partnership between laboratory
and field team is important. This ensures
that sample submission criteria and the la-
boratories’ capabilities, such as regulations
of high-containment laboratories that limit
the types of samples they can receive, or
forensic awareness, are clearly understood.

All processes involved in sample analysis,
from sample collection to reporting, must
be robust so they can withstand political
and legal scrutiny. This includes:

e Correct sample labelling to guarantee
the sample identity.

e Sample identity must be cross-
referenced to each sample data sheet.

e Sample data sheets demonstrate sub-
mission requirements for the roster la-
boratory and accompany all samples
submitted.

e Chain of custody to account for the
sample from collection point to labora-
tory through analysis and reporting must
be unimpeachable.

e Analysis must follow forensic principles
— each method used has to be validated,
scientifically accepted, and reviewed by
experts.
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There is a whole range of issues to be con-
sidered, including logistical issues, when it
comes to weapon remnants where ammuni-
tion would need to be drilled. Questions
also arise about sample triage of potentially
mixed samples that could contain hazardous
material other than biological agents. Other
guestions include: whether sample prepara-
tion should be done before sample ship-
ment, issues related to the removal of sam-
ples from contaminated zones, and sample
packaging. The requirement to split and
share sample aliquots necessitates aware-
ness about terminology, i.e. what is meant
by sample identity in the case of split sam-
ples. Regulatory and logistical requirements
related to sample shipment need to be
clearly understood, and shipment conditions
must be such that the integrity of the sam-
ples is preserved.

All these considerations reinforced the pre-
vious conclusion that laboratory expertise
must be present within the mission. They
also lend support to the idea of using a hub
laboratory from the UNSGM roster as direct
link to the mission. A hub laboratory would
be at the mission's disposal, to manage and
support such essential issues as chain of
custody, sample logging, expert advice to
field investigators, exhibit triage, sample
storage, movement and shipment to labora-
tories, and impartiality of analysis.

To be able to fulfil a coordination role, a hub
laboratory needs to be impartial and nomi-
nated to the UNSGM roster, and it should
meet agreed technical criteria as well as
political considerations. Specifically, it
should:

e Meet certain quality standards, such as
accreditation to ISO standard 17025 and
national accreditation to forensics
standards.

e Have experienced and qualified staff.

e Adhere to the

standard.

required biosafety
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e Be experienced in the analysis of bacte-
ria, viruses, and toxins when the nature
of the causative agent remains uncertain
or unknown.

e Have procedures and processes for la-
boratory decontamination and quality
assurance in place to reduce the risk of
cross-contamination.

e Have established processes for import-
ing and transporting potentially patho-
genic or hazardous biological samples in
accordance with applicable regulations,
which includes trained staff for sample
packaging in accordance with IATA regu-
lations.

e Have a technical arrangement in place
with the UN regarding the protection of
confidentiality.

e Have good international working rela-
tions.

e Have a track record in report compila-
tion and assessment.

e Be able to prioritise work when a
UNSGM mission is established.

e Have funding and staff available for such
additional work.

The concept of including a hub laboratory in
a UNSGM mission needs further detailed
consideration. There are many factors that
speak in favour of this approach:

e Avoid overloading roster laboratories
with samples during an investigation,
since there should not be a limit on the
number of samples taken as there may
not be another chance to access the lo-
cation — instead, samples can be priori-
tised for analysis.

e Developing a tailored sampling and
analysis plan that will be compatible
with the capabilities, requirements, and
limitations of the receiving laboratories.

e Ability to provide real-time context-
aware laboratory advice to the investi-
gation team.

Another question is whether such a hub
laboratory should perform certain functions,

such as cultivation or sequencing, or wheth-
er its role should be strictly limited to ad-
ministration and technical support, given
that its independence and integrity need to
be beyond reproach. Furthermore, the hub
laboratory will likely have to be accessible to
members of the investigation team, and has
to be in a position to accommodate interna-
tional observers in order to demonstrate
transparency and for purposes of verifying
the chain of custody.

In any event, it will be important to train the
entire sampling process and all of its inter-
facing steps, from sample collection to anal-
ysis and reporting, in a holistic systems ap-
proach. Past United Nations Special Com-
mission (UNSCOM) experience with regard
to laboratory involvement, sample planning
and management, and reach-back should be
studied to extract lessons for the UNSGM.
OPCW field experience has also shown that
secure voice and data communications is
essential. To conduct such training, funding
sources need to be mobilised.

The context of an investigation will signifi-
cantly influence the ability of a mission in
the field to take account of any laboratory
advice it receives, including from a hub la-
boratory. Access limitations in space and
time when operating in a conflict zone, the
potential inability to re-visit certain loca-
tions, and the pressure on the mission to
present results as early as possible are all
factors that show how important it is to
maintain flexibility in any chosen approach.
The context will determine what is feasible,
expectation management will be critical,
and it is the Head of Mission who will bear
responsibility for any decisions taken.

Finally, there are political considerations
with regard to how the concept of a hub
laboratory fits with the UNSGM Guidelines
and Procedures in which reference is made
repeatedly to a "secure work area". In the
end, the Head of Mission is the one respon-
sible to the UNSG for the implementation of
the investigation, and a hub laboratory can
only ever be a mission support structure.
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4.Exploration of additional elements for quality
assured laboratory evidence

The concluding segment of the workshop
took a broader look at how the laboratory
capability of the UNSGM has evolved, and
where more action is needed.

Member States have to date nominated
some 40 laboratories to the UNSGM roster,
but little is known about their capabilities
and capacities. External quality assurance
exercises have now begun and additional
exercises are being planned. Discussions on
quality standards, evaluation criteria, and
procedures are progressing well. More work
is needed to address sampling procedures
covering the entire chain from sample col-
lection to analysis and reporting. The struc-
ture and functioning of the UNSGM labora-
tory network starts to take shape.

More efforts are needed to attract addition-
al laboratories, and the network's perfor-
mance needs to be tested. Options include
table-top exercises, tests of different ele-
ments and interfaces, and field exercises
integrating laboratory support and analysis.

At the same time, some experiences can be
extracted from existing systems applied by
various national and international authori-
ties and organisations. With regard to sam-
ple transfers, new opportunities could arise
from joining with the UN Department of
Operational Support. This new, client-based
entity  provides hazardous  material
transport. With guidance from Member
States' initiatives it could become a valuable
partner in organising sample transfers.

Interaction between investigation team and
laboratories will be important in the training
of sampling and underlines the benefit of
joint exercises. Several Member States and
organisations have procedures in place that
in many cases have been adapted from es-
tablished military procedures. Differences in
the details of such national approaches ex-
ist. In the UNSGM context, general guide-
lines should be complemented with a de-
tailed process / methods description to
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avoid surprises when samples arrive at
UNSGM roster laboratories for analysis. This
detailed process could be transformed into
recommended / standard operating proce-
dures to achieve credible analytical results.

UNSGM investigations may also have to deal
with 'unknown samples', in which case their
analysis will require a very good understand-
ing of the capabilities of different roster
laboratories to ensure that the appropriate
ones are selected for analyses. UNSGM ex-
pert consultants could provide advice for
the selection of suitable laboratories.

With regard to the geographical representa-
tion in the UNSGM laboratory network, it
was recognised that many developing coun-
tries today lack the competence and capaci-
ty required. Broader geographical participa-
tion is clearly needed, however there are
limits to what can be achieved with capacity
building. This underlines again the desirabil-
ity to define minimum analytical capabilities
that all laboratories nominated to the
UNSGM roster ought to meet. Roster labor-
atories that meet these minimum require-
ments should be encouraged to take part in
EQAE. Furthermore, there is a need to have
independent quality assurance bodies as-
sessing the conformity of participating la-
boratories.

There are, however, limitations to the
amount of information that UNODA holds
on the different laboratories nominated to
the roster. Member States have been reluc-
tant to provide additional information on
the capabilities and competencies of their
laboratories, or to share certain information
with others. It is therefore important that
Member States that have taken on an active
role in developing the laboratory capacity of
the UNSGM, work with other Member
States to gain political support for more
transparency, share relevant information on
the laboratories they have nominated to the
UNSGM roster, and encourage interaction
between these laboratories.
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5.Conclusions and next steps

The efforts to develop a network of UNSGM
bio-analytical laboratories has moved from
conceptualisation and general discussions of
benefits and requirements, to practical
steps involving confidence building exercis-
es, the discussion of evaluation and perfor-
mance criteria, and eventually the develop-
ment of recommended or standard operat-
ing procedures. There is sufficient common
ground and shared perceptions of what is
required to strengthen the operational ca-
pacity of the UNSGM with regard to bio-
analytical laboratories. There is also a grow-
ing appreciation that developing such a
network through exercises and exchanges
comes with significant benefits to the Mem-
ber States and their laboratories participat-
ing in the process. This includes both intel-
lectual growth and capacity development.

The work on laboratory analysis is taken
forward in the broader context of develop-
ing capabilities along the entire chain from
sample planning to sample collection, trans-
fer, storage, analysis, and results reporting.
Furthermore, it is becoming apparent how
laboratory work may be combined with the
training of roster experts in table-top and
field exercises.

New ideas such as the possibility of assign-
ing a hub laboratory to a UNSGM mission
have been substantiated, leading to a better
understanding of the implications, require-
ments, benefits and potential limitations of
such an approach. Ideas were also circulated
that aimed at broadening geographical par-
ticipation in the evolving network.

To make this process sustainable, it is im-
portant to broaden the political engagement
in support of this action. Member States
must be informed about the progress that
has been made, so that they may recognise
the benefits to themselves and their labora-
tories as well as of the increased capacity
available to the UNSGM. Permanent Repre-
sentatives to the United Nations could be
mobilised to marshal political support in
their respective countries.
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The development of the UNSGM laboratory
network connects to the UNSG’s Disarma-
ment Agenda. This creates an opportunity to
strengthen the support and commitment to
this action.

This awareness and general support for fur-
ther development of the network must now
be turned into commitments for sustained
funding. For example, it would be desirable
to engage in more focused 'expert group'-
like work before the next workshop, and
also to continue bringing together the ex-
pert consultants nominated by Member
States to the UNSGM. It was discussed that
the German project could serve as a coordi-
nation hub for selected issues, and there
was the idea of setting up an Advisory Board
to this effect. Switzerland is committed to
further developing common understandings
on a laboratory network. Therefore it will
continue to provide a dedicated workshop
platform for sharing results and experiences
as well as circulate new ideas and plans
among the laboratories involved in the de-
velopment of the network.

The experience of the past years has shown
how important it is to maintain this bottom-
up approach, driven by the laboratories
themselves and aiming at tangible, practical
results. As the plan to develop the network
is gaining acceptance, it is becoming clearer
what requirements will need to be met, and
where gaps exist. This workshop showed the
progress made but also highlighted specific
areas that deserve further detailed discus-
sions and technical work:

e Aiming for a broader geographical rep-
resentation of laboratories that take
part in these discussions and practical
exercises.

e Development of plans and funding
mechanisms for future EQAE to establish
best practices and quality assurance.

e The concept of a hub laboratory in
UNSGM missions.
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e Issues related to the shipment of sam-
ples and the chain of custody, including
a possible engagement with the UN De-
partment of Operational Support.

e Development of Recommended Operat-
ing Procedures, and reporting formats
and criteria.

e Access to curated databases and refer-
ence materials.
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e Evaluation methodologies for laboratory
outputs.

The workshop participants confirmed the
utility of this workshop series organised by
Spiez Laboratory. The fifth Swiss UNSGM
Designated Laboratories Workshop s
planned for 11 — 13 September 2019.
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Group photo
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Fourth Swiss UNSGM Designated Laboratories Workshop
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